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Abstract:

This updated full day session will cover audit and security of Windows and Active Directory.
The related network and systems components will also be covered. For example, integration
with DHCP, name resolution with DNS, and the Active Directory network are included. The
Active Directory structure and schema will be described. Users and groups, the group policy,
active directory management, security, replication and backup are discussed. Active directory
and Windows add-ins will be demonstrated and audit and security automation tools and
scripting will be demonstrated. A partial outline for the session follows:

Introduction to Windows

Vista Trials and Tribulations
Physical Security

Windows Security Overview
Patch Management

Virus Protection

Introduction to Active Directory
Active Directory Configuration
Active Directory Administration
Active Directory Policies
Active Directory Security
Group Policies

User and Group Administration
NTFS Permissions

Shared Folder Administration
Logging and Monitoring
Network Security

Ports and Services

Remote Access

Disaster Recovery

Audit Program

Tools Summary

Target Audience:

This session will be entertaining for everyone. Basic concepts and advanced techniques will
be demonstrated and discussed.

COBIT Objectives:

Al3, Al4, Al6
DS3, DS5, DS9, DS10, DS11, DS13
ME1, ME3
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Rodney Kocot, Systems Control and Security Incorporated and K3DES

Rodney Kocot is a technical IS Audit Consultant for K3DES and Systems Control and
Security Incorporated. Rodney provides technical audit training and consulting services for
corporations worldwide. He has been an IS Auditor since 1981 with responsibilities that
included technical audits of operating systems, network audits, and audit software
development.

Rodney often presents at the ISACA CACS and International conferences. He has presented
numerous seminars and dinner meetings all over the world for the last 23 years. Seminars
presented by Rodney include automation techniques, software, and audit programs. Topics
include programming, audit and security automation, auditing minicomputers, and securing
minicomputers. He has performed AS/400, LAN, Tandem Guardian, Unisys, Unix and
OpenVMS audits using Visual Basic and Microsoft Access to automate the reviews.

Rodney has been working with and programming PCs since 1982 using CPM. He currently
programs mostly with Visual Basic, but also knows C++ and other languages. He has been
working with Windows since its inception.

Rodney has been involved in the Information Systems Audit and Control Association, and has
held various positions in the Los Angeles and San Francisco chapters including President,
Executive Vice President, Vice President, and Secretary.




